Abstract-Technical security metrics provide measurements in ensuring the effectiveness of technical security controls or technology devices/objects that are used in protecting the information systems. However, lack of understanding and method to develop the technical security metrics may lead to unachievable security control objectives and incompetence of the implementation. This paper proposes a model of technical security metric to measure the effectiveness of network security management. The measurement is based on the effectiveness of security performance for (1) 
INTRODUCTION (HEADING 1)
Network security is defined as the security of devices, security of management activities related to the devices, applications/services, and end-users, in addition to security of the information being transferred across the communication links [2] . How much protection is required in ensuring the use of information and associated networks to conduct the business are well managed? How to identify and analyze network security controls to mitigate the network security risks? These questions have derived to implement and maintain secure and functional network is absolutely critical to the success of any organization's business operations [2] [3] . Thus, it is important to measure network security effectiveness in handling the risks from the current threats, vulnerabilities and attacks.
According to [4] , the practical challenges and issues are what to measure and what information to report in facilitates the senior management for any decision making. Obviously, the reported information is often based on what is easier to measure instead of what is actually meaningful strategically [5] , [6] , [7] . Does network security management is among the "easier" information to measure? Some organizations may be reported the measures from out of context perspective, without a baseline for comparison, or present simple measurements that do not show any kind of correlation, which greatly (or even completely) limits the value of the reported information [5] [8] .
A. Requirements From ISO/IEC 27001 ISMS Standard
ISO/IEC 27001:2005 Information Security Management System (ISMS) [9] is intended to bring formal specification of information security under explicit management control. It is a mandated specific requirement, where organizations can therefore be formally audited and certified compliant with the standard. The standard provides some confidence level of information protection among business organizations. With the existence of ISO/IEC 27001 ISMS certification, these organizations can increase their protection of information by having independent assessment conducted by the accredited certification body. The certificate has proven the potential marketing to the most business organizations, where a total of 7536 organizations have already been certified worldwide [10] . Obviously, there are other 27000 series that support this standard, including ISO/IEC 27002 Code of practice for information security management [11] , ISO/IEC 27003 ISMS implementation guidance [12] , ISO/IEC 27004 Information security management -Measurement [13] and ISO/IEC 27005 Information security risk management [14] .
There are 133 security controls in Annex-A of ISO/IEC 27001 ISMS standard. ISO/IEC 27002 [11] provides the best practice guidance in initiating, implementing or maintaining the security control in the ISMS. This standard regards that "not all of the controls and guidance in this code of practice may be applicable and additional controls and guidelines not included in this standard may be required."
Information security measurement is a mandatory requirement in this standard where a few clauses are stated in [9] 
B. Summary
The standard highlighted that the organization must evaluate the information security performance and the effectiveness of the ISMS. The evaluation of the effectiveness should include but not limited to: (i) monitor and measure information security processes and controls; (ii) methods to use when monitor and analyze measurement for valid or significant result; (iii) time and personnel to perform the monitoring a nd measurement; (iv) determine time, duration and personnel to analyze the measurement results.
Thus, in ensuring the ISMS effectiveness, the information security measure can facilitate the management to make decision by the collection, analysis, evaluation and reporting of relevant performance-related measurements.
The importance of information security measurement is well defined and highlighted in both standards. Most of the research papers focused on information security metrics for general IT systems. However, lack of research on technical security metrics [16] [17] [18] [19] . Thus, our research is focusing on the development of technical security measurement that will be incorporated in the technical security metric model.
II. RELATED WORK
In understanding the requirements, the security metric, measure and effective measurement must be defined.
"Whatever the driver for implementing ISO 27001, it should no longer be just about identifying the controls to be implemented (based on the risk), but also about how each control will be measured. After all, if you can't measure it, how do you know it's working effectively?" [20] .
In our previous study [21] , we defined information security metrics is a measurement standard for information security controls that can be quantified and reviewed to meet the security objectives. It facilitates the relevant actions for improvement, provide decision making and guide compliancy to security standards. Information security measurement is a process of measuring or assessing the effectiveness of information security controls that can be described by the relevant measurement methods to quantify the data and the measurement results are comparable and reproducible.
Apparently, we also mapped the definitions of security metric, security measure and effective measurement from the previous studies [5] From Table I , we grouped the eight (8) components of security metrics and supported by the components in security measures. The definitions of security metric and security measures are quite similar through the analysis of the descriptions. To ease the understanding, the metric is also sometimes called a "measure" [27] . However, in the development of TSMM, we intend to develop a security metric that can consist of a few security measures.
We also derived the eight (8) h) Align with business goals -ESM should provide a benefit to the business it supports.
The development of our TSMM is based on the above criteria and to focus on security performance for the relevant controls (see Fig.1 ). 
III. RESEARCH METHOD FOR DEVELOPMENT OF TECHNICAL SECURITY METRIC MODEL (TSMM)
The GQM approach was originally developed by Basili et.al [1] in evaluation and measurement of software products and development processes. Ever since developed, this approach was used consistently focus on the software measurement and processes [35] . There were also a few research studies on business processes [36] [44] . However, there is no research study conducted for measuring the network security management using the same approach.
To achieve the objective of developing the TSMM, we propose a research method based on a combination of approaches. The outcome of this research method is the introduction of network security management metrics as attributes to the TSMM.
The first approach is to define the technical security metric (TSM). We set our goal to meet the requirements from ISO/IEC 27001 ISMS standard. The paradigm of Goal-Question-Metric (GQM) [1] is used and described further which to align with standard requirement (Fig.2) .
We combine the developed Goal-Question-Metric (GQM) paradigm and data of literature review (Fig.3) as a first step. This approach is used for developing the initial TSM in a top-down manner, from general objective to the relevant metrics or outputs and combines the inputs from the literature review. The application results in GQM models, leading to the initial TSMM. However, this initial development work remains subjective and potentially incomplete.
In the second approach ( Step 2), we use the GQM method consists of four phases [45] : planning, definition, data collection, interpretation (see Fig.4 ). The explanation of these phases is based on the compliancy to the requirement controls of ISO/IEC 27001 standard [9] for A.10.6 Network security management (NSM); A.10.6.1 Network controls; and A.10.6.2 Secure network services.
Our implementation adopts the processes and activities by [41] and [46] . The desired improvement areas such as performance, security and monitor are identified. The team selects and characterizes the products or controls to be studied. The result of this phase is a project plan that outlines the characterization of the products or controls, the schedule of measuring, the organizational structure, and necessary awareness and training for people involved in measurements.
· The Definition phase: The measurement goals are defined. This phase is also to identify and analyze the perception and understanding of effective measurement requirement from ISO/IEC 27001 standard [9] . We will create a new template to gather all related information based on some other templates from ISO/IEC 27004 [13] and NIST SP800-55 [27] . For the purpose of this, the interviews may be conducted with people (management and technical) involved in the process or product under study. Based on the goals, relevant questions are developed to identify the specific quality attributes and to re-define the goals precisely. For each question a hypothesis with an expected answer should be defined. Next, the metrics are defined for each question and checked on consistency and completeness. Results of this phase are an analysis of compliance plan and a measurement plan. · The Data Collection phase -the team is required to prepare the data collection within their knowledge and availability. The data may be extracted manually or electronically and may involve automated data collection tools. Results of this phase are to develop the data support system consisting of spreadsheets, statistical tools, database applications and presentation tools. · The Interpretation phase -the collected data is processed and analyzed according to the metrics defined. The measurements result should be able to answer the questions, and with the answers it can be evaluated if the initial goals are attained. Moreover, the measurement result should provide some values that describing the performance measurement of the security controls. The second approach is used as a validation/improvement of the first step. It is based on a literature review of security metric standards and guidelines and measurement methods for network security controls. This approach is a bottom-up, being an analysis of the literature to identify the metrics currently used. A comparative analysis is developed between the metrics and those defined through GQM. This comparison is summarized in an analysis table.
As shown in Fig.5 , we map the GQM-method with ISO/IEC 27004 template for an information security measurement construct and show the synchronization link (relevant colored-box). We refer to this standard as a reference and example to form a GQM-Measurement plan.
Once the literature is completely surveyed, the development of GQM-Measurement plan should be ready. The relevant people should be interviewed to validate the initial TSMM. Finally, the TSMM is accordingly revised. Security, Vol. 12, No. 4, April 2014 A
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. GQM-Measurement Plan
We develop a GQM-Measurement plan consists of goals, questions, and metrics in a hierarchical structure (see Fig. 6 ) based on [1] [45] .
In developing the goals, the security objectives of A.10.6, A.10.6.1 and A.10.6.2 of ISO/IEC 27001 requirement controls [9] are referred. At this stage, the understanding of the security control requirements is very important. The understanding can be obtained through the interview with the relevant people and checking available process or product descriptions [46] . If goals are still unclear, a reference to ISO/IEC 27002 [11] , FDIS ISO/IEC 27033 [2] and NIST SP800-55 [25] can also assist.
The proposed questions shall refine the goals make them operational enough so that it would not create difficulties to reveal the relationship to the collected data and ease the interpretation of the answers towards the goals [46] . The questions are also derived from the literature reviews.
The questions are stated in a quantitative way where data can be collected by measurements. We provide the expected answers to the questions and formulated as hypotheses. Through hypotheses, we can learn the effect from measurements and compare the knowledge before and after measurements. [1] According to [1] [41] [46], we can define several metrics for each question. It is also possible that one metric may be used to answer different questions under the same goal. We choose metrics with quantitative level making it possible to assign numbers to a quality attribute. Metrics are defined to answer the relevant questions and should be able to support or reject the stated hypotheses (if any).
A simple Goal-Measurement plan is developed for the purpose of this discussion (as full development of plan is currently in progress). The example of GQM-Measurement plan as stated in Table II. IV. CONCLUSION AND FUTURE WORK The objective of this paper is to identify and to define a set of metrics for the TSMM with a systematic and scientific approach to comply with ISO/IEC 27001 standard. We use the GQM approach on the TSMM and review with regards to the literature. The result of this paper is the enrichment of the TSMM with suited network security management metrics.
Although the initial developed TSMM are validated through literature analysis, their testing in a real case would provide a concrete instantiation and validation of their relevance. The GQM-Measurement plan is currently being developed to suit the security objectives. The validation will be conducted with the network security experts.
As part of the next step of our future work, the metrics will be integrated into the initial TSMM and a case study is to be conducted using our GQM-Measurement plan. This will validate the final TSMM.
